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Why needs
Security Copilot
in Entra?




Threats to
identities




Every breach has one
thing in common:

.
:

DENTITY THEFT

An identity was
exploited!




Access
incidents
remain
widespread,
spanning

human
error,
malicious
attacks, and
Al-driven
threats

97"

12 months

Malicious

Organizations had an
incident in the past

Accidental

47%

Top causes of identity
and network access incidents

Weak authentication mechanisms
Lack of employee awareness
Weak credentials

Network access vulnerabilities

Misuse or abuse of access privileges
(excessive access permissions)

Outdated or unpatched systems
Inadequate monitoring & auditing

Gaps or seams between
different tools/vendors

29%

29%

28%

27%

24%

24%

23%

22%

91%

Experienced traditional
or non-Al-related
incidents

TOP TRADITIONAL / NON-AI INCIDENTS

Password attacks 43%
MFA attacks 29%
Post-authentication attacks 28%
70"
Experienced
Al-related
incidents
TOP Al INCIDENTS
' Al-assisted phishing 32% |
Al agent privilege escalation 28%
Data exfiltration via Al models 21%
Prompt injection attacks 13%
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[dentity, access, and the cybercrime economy gz,

Identity attacks in perspective
Modern multifactor
authentication still
reduces the risk of
identity compromise by

Less than 3%
of attacks are...

\/f“; Token theft by malware

2.4042%

more than 99%. =
(B)AITM
While attacks against identity infrastructure (such 0 2375%

as Microsoft Entra, Okta, Identity Provider (IdP),

and hybrid components) are still limited in volume
and are rare relative to other attacks, their variety
is increasing. Novel attacks are continually being

discovered, often targeting on-premises to cloud
vertical attack paths.

N
(&) Infrastructure

0.1692%
@ Attacks on MFA

0.0033%

@ Consent phishing

0.0005%

|
More than 97%

of identity attacks are
password spray or
brute force attacks

RO

Source: Microsoft Defender XDR and Entra ID Protection alerts (April-June 2025)




Login

compromise

-2 i

Unauthorized Access

: \%\ :

Account Breached!

Suspicious Login Detected

9 user@example.com

* % kK%%

Access Denied

Malware
Downloading...

— Stolen Data —

1234 el '

0000 5678 9012
o8




Typical credential attacks happen before a %ﬁ‘;;“

ALA}[II'
e e Wrr®
token is issued

Credentials
compromised

B® @

i . Malicious website
Attacker Phishing email Users

Attacker attempts to O
access resources blocked by MFA




Enforce use of Conditional Access Policies

Identities ® | Applications
Microsoft Defender
Entra ID for Cloud

Zero Trust
0 | policy enforcement \ Information

Protection

Defender for

Identity |
Cloud App
. Securi
Endpoints Microsoft i
\?/ Defender . e
Microsoft Conditional Infrastructure
Access _
&IDI‘ Network




Adversary-in-the-middle (AitM) phishing
attack

Adversary in the middle phishing is an increasingly common
tactic used by threat actors to steal both credentials and session

. 1.  User puts their 2. Phishing site proxies
COOkIeS password into the request to the actual
. . . . . . phishing site website
A user is sent a phishing link, when they click on the link, they > >
are presented a website masquerading as a legitimate site. The 4. Phishing site prodes 2. Website returms an
user then enters their credentials, at that point the AiTM o theuser o« TASCreen o
infrastructure proxies a connection to the legitimate site, in this  user 5. User inputs the Phishing site 6. Phishing site proxies Target website
: A additional ! request to the actual A
case office.com. authentication R i website
. . ol . . : >
Open source AiTM toolkits such as Evilginx2 & Modlishka help 8. Phishing site redirects 5 |
facilitate this. Phishing as a service platforms can also include bage 1o another fo Website retuims 2
AiTM capability ) i )
The user is prompted for MFA as usual, the AiTM infrastructure
: . : —7
then steals both the credentials and a session cookie that has T
SatISerd MFA ————  TLS session <«—————  Malicious proxy server 4—— TLS session 4——

The threat actor can then import that cookie into their own
browser, when they refresh their browser, they can then logon
as the user




Multi-stage AiTM phishing and BEC campaign
abusing SharePoint

The campaign abused SharePoint file-sharing services to deliver phishing payloads and relied on inbox rule creation to
maintain persistence and evade user awareness. The attack transitioned into a series of AiTM attacks and follow-on BEC
activity spanning multiple organizations.
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eeeee phishing URL AiTM phishing page
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. 00 Authenticator app

l oo

= g
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The message is unmistakable

Traditional MFA based on TOTP, push notifications, and SMS is
obsolete as a defense against motivated attackers. This isn't because
MFA is useless; it's because attackers have solved the problem
elegantly, without even breaking it.




Protection and
remediation for
login compromise




Protections/
mitigations against
AiTM phishing in
Microsoft Entra

* Phish-resistant MFA solutions
(FIDO/Certificate-based
authentication)

* FIDO?2 security keys
 Windows Hello for Business
e Certificate-based authentication

* Protect attacks using Conditional
Access

Passkey (FIDO2)

Windows Hello for Business

Certificate-based authentication

Passwordless phone sign-in

Phone number and SMS

Username and password

Protected
(mitigation)
against AiTM

Yes

Yes

Yes

No

No

No



Passkey

Password to passkey

passkey

pass-key |\ ‘pas- ké \

A replacement for passwords that is a more secure, easier, and a faster method
to sign in to websites and applications

A phishing resistant, WebAuthn credential, that is usable across all your devices
A consumer-friendly and enterprise grade solution that can be synced to allow

secure passwordless sign-in across a device ecosystem, or be device-bound for
access on a single machine

Device-bound passkeys: The private key is created and stored
on a single physical device and never leaves it. Examples:

 Microsoft Authenticator

* FIDO2 Security keys

Synced passkeys: The private key is created by the hardware
security module (HSM) and encrypted on the local device. This
encrypted key is then synced and stored in the cloud passkey
provider. Other devices authenticated with the passkey
provider may then use the passkey. This may differ depending
on the provider. Synced passkeys do not support attestation.
Examples:

* Apple iCloud Keychain

* Google Password Manager



Why Passkeys Stop AiTM Attacks

\
Passkeys are cryptographically tied to the real
. . . . domain
Origin Binding (WebAuthn) _ »
Authentication works only on the legitimate
website
)
\
No passwords transmitted or stored server-side
No Shared Secrets | ,
Private key never leaves the user device
Y
\

Challenge—Response Mechanism

Each authentication is unique and non-replayable

Prevents interception and reuse




Token
Theft

Token Theft

Stolen Token _Used

¥ :: =.4'
HLEL>” Q 'b,
éﬂ' (} GRYREINE W

| v W s eI,
j ‘ - Sensutlve

- P Data

Logged In as:

user@example.com




Pass-the-cookie attack

Ffececececececesesesesessesesesesesessaanaaana.
L]
]
:
' Personal and corporate credentials
' and tokens compromised
:
]
: A
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hichi | Malware installed o .
Attacker Phishing email sent to Users onto personal Malicious site
personal address device
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Attacker replays session

cookie with MFA check MFA check passes Legitimate
completed corporate website




Protection and
remediation for
token theft




Protections/ mitigations against pass-the-
cookie in Microsoft Entra

Microsoft Entra ID and other modern identity systems use several mechanisms to protect
against token theft and replay attacks

Mechanism Protection provided

Requires MFA or triggers additional checks when risk or context
changes.

Conditional Access

Limits the usefulness of a stolen token by making it expire

Short Token Lifetime .
quickly.

Instantly revokes or re-evaluates tokens when risk is detected or

Continuous Access Evaluation (CAE) conditions change

Ensures a token is valid only on the original device, preventing

Token Protection (Device Binding) replay on others

Device-based access Ensures device compliant and Hybrid or Entra Joined




What is Security
Copilot?




The evolution of phishing: from spam to Al-
driven identity attacks

.0 \ Phishing 2.0 Phishing 3.0

+ Mass email spam « Spear phishing - Al-generated
. , personalization

« Poor grammar - Business email

,, compromise « Adversary-in-
» Malicious the-middle

attachments + Cloud login harvesting
- Session token theft

- Password theft - MFA fatigue

- |dentity abuse




Microsoft Security Ecosystem

Data

connectors
(350+ Sentinel
connectors)

® @ @ ®

Microsoft Microsoft Microsoft Microsoft
Defender Purview Entra Intune

MCP server

Microsoft Tabular | Graph | Embeddings

Sentinel
SIEM & platform Data lake

Security
Store &
ecosystem

Multicloud and multiplatform

Security
Copilot



Security Copilot

An Al-powered, cloud-based security analysis tool that enables analysts to respond to threats quickly,
process signals at machine speed, and assess risk exposure more quickly than may otherwise be possible.

Standalone Embedded Automation and
Helps teams gain a broader Offers the intuitive experience of agents
context to troubleshoot and getting Copilot guidance natively
L L L Helps teams accelerate
remediate incidents faster within within the products that your . o
oL : response with built-in agents and
Copilot itself, with many use team members already work
, . s . custom promptbooks as well
cases in one place, enabling from and are familiar with

enriched cross-product guidance as integration with Logic Apps




Security Copilot - Use Cases

Incident summarization.

Distil complex security alerts
into concise actional
summaries.

Reverse engineering of scripts.

Analyze complex command line
scripts and translate them into
natural language with clear
explanations of actions.

Impact analysis.

Assess the potential impact of
security incidents to enable
quicker response times and

streamlined decision-making.

Guided responses.

Actionable step-by-step
guidance for incident response,
including directions for triage,
investigation, containment, and
remediation.




What are the
advantages of
Security Copilot
in Entra?




With Security Copilot in Entra

Understand Investigate Execute at scale
identity in identity risks with Al agents
natural language with built-in

reasoning




Risky Users

Sign In Logs

Access Reviews

Entra ID

Recommendations

License Usage

Analyze risky users and query their
detection type, risk state, risky level.

Investigate sign in logs for failed/interrupted/
successful sign ins and query the auth methods,
CA policies applied during sign ins.

Monitor access reviews.

Review security and health
recommendations across Secure Score, apps,
Conditional Access, and configurations.

Check assigned licenses and roles and
investigate overall license usage across
your tenant.

Audit Logs

Lifecycle
Workflows

Investigate audit logs for provisioning, creation,
updating, deletion users/apps/groups.

Investigate about joiner/leaver
lifecycle workflows.

Analyze group information like members,
owners, security enabled, etc.

Investigate user information like their
manager details, office location, groups, etc.

Check for unused/risky service principals.

https://learn.microsoft.com/en-us/entra/security-copilot/entra-security-scenarios




Security Copilot scenarions in Entra ID - 2

Domains

Tenants

MFA Auth Methods

RBAC (Role based
Access Controls)

Devices

Quickly access domain information,
verify DNS records, and manage domain
settings using natural language queries.

Ask questions about their tenant, such as the
tenant ID, display name, and active licenses.

Monitor provisioning activity—see which
users were created, updated, or deleted in
Entra and connected non-Microsoft apps.

Entitlement
Management

SLA (Service Level
Agreements)

Conditional Access

Manage who has access to Microsoft Entra
resources by assigning roles to users,
groups, or applications.

Privileged Identity
Management (PIM)

Review device information like compliance
status, operating systems, activity history,
and whether devices are Microsoft Entra ID
registered, joined, or hybrid joined.

Global Secure
Access

Analyze scenario-specific metrics for each
tenant, detects anomalies, and raise alerts.

Get quick access to information about access
packages, policies, connected organizations,
and catalog resources.

Microsoft Entra Health provides look-back
reporting on Service Level Agreements (SLA)
for authentication availability for your
Microsoft Entra tenant.

Analyze policy gaps, review which policies
apply to a specific user, or which policies
require certain controls.

Analyze eligible and active roles assigned, or
all users assigned to a specific role.

Monitor and analyze network activity across
users, devices, and locations to detect issues
and enforce policy.




Security Copilot in Microsoft Entra

i i o } s, 5 . o X 59 sabe10@woodgrove.m:
Microsoft Entra admin center £ Search resources, services, and docs (G+/) G 0 5 @ A ZAVA - PRIVATE (ZAVA-PRIVATE...

Microsoft Entra Copilot

Use Copilot to support your work in identity and access management
Zava - Private Select one of the suggestions below to get started,

Summarize

Your Security Copilot agents Tenant ID 536279f6-15cc-45f2-be2d-61e352bS1eef [J Show all the audit logs from the last day

trial iS active Primary domain zava-private.com [J P

List all the groups | am a member of
Experience the benefits of agent-powered automation o 2'100 1[290

O
Learn more about agents (} 0 ) - Troubleshoot

View users View groups

) 2242 R 544 Leam

How does Microsoft determine Risky Users?
View devices View apps

List user sign-ins that failed in the last 24 hours

@ava Sandeep Benarjee Users at high risk

98c361a5-62ad-4¢c61-871e-0aBech7ed42ba (J 41 user detections with risk level "high" in the last 12 months,

; s Learn more (2
E’ View user profile

My role assignments

T —— AV N—

@ High privileged role assignments

T 200% in the last 30 days
@ Other role assignments 200% in the last 30 day

Manage my roles View high risk users

Shortcuts
Add User sign-ins Audit logs Authentication Methods Blocked users Domain names Unused service principals
Manage tenants Named locations Cross-tenant Access Policies Tenant restrictions Risk Based Conditional Access policies

Risky sign-ins Lifecycle workflows

% List all global admins

Get the most out of your licenses and subscriptions

Deblovment auides




Prompt examples in Microsoft Entra

Troubleshoot sign-ins

# Why was Adriana Smith
" prompted for MFA

Investigate risky users

Show me risky users
In my tenant

[ —

Investigate risky apps

# Show me unused apps with
“"  high permissions in my tenant

P

P

P>

Find risky groups

" Which groups have no >
owners in my tenant?

e

Find audit log anomalies

Show me all audit logs >
for [app] in my tenant

Look up user details

D Whois [username]? >




Microsoft Entra admin center

Microsoft Entra

Your Security Copilot
agents trial is active

of

Go to agents

Shortcuts

User sign-ins Audit logs

Cross-tenant Access Policles

Tenant restrictions

Zava - Private
Tenant ID

Primary domain zava-privatecom [

2,002 1,268

2,235

View dewices

Authentication Methods Blocked users

Get the most out of your licenses and subscriptions

Deployment guides
Use these deployment guides to plan,

Sugyetions

YR 28 Od B O On-prémises a0j

nage user lifecyc

Knowledge center

ll\ Microsoft Learn for Entra

uid your skills for croal

esvith 3

ft Mec cs 2
gJ Microsoft Mechanics

The ol Micrasofl vicoo somes
that ¢ ol hes get the most
fronn th tware, o, M

nacdware buils

Risk Based Conditional Access policies

O Search resoutees, services, and does (G+/)

Enhanced data protection

@sva Sandeep Benarjee

SAc36135-62ad-4ch1-871e-0aBech

(2 View user profile

My role assignments

® High prvisged mbs assignments
® Othor

Manage my roles

Domain names Unused service princpals

Risky sign-ins Lifecycle workflows

Microsoft Entra plan
Entra Suite

Standalone products

Entra Workload ID

View licenses

o Support and troubleshooting (2

T v abuul your issue Lo gl

solutions and suppore

Users at high risk

View high risk users

Manage tonants Named locations

Tenant status

Identity Secure
Score
77.43%

% View recommendations

Microsoft Entra
Connect
@Enabled

View Entra Connect

\l Change announcements (2

Leam als upLoming

s, breaking. feature and

Copilot

Use Copllor 1o support yaur work in dentity and a

Select one of the suggesnans below te get started

Summatize

Show all the audit logs from the las

Analyze
< all the groups | ar

Troubleshoot

St user sign-Ins that failled in the kast 2

Lean

How does Microsolt deterrmine Risky Users?

st of users in the human resources deparment

sabe10@woodgrove.
AN, - PRIVATE (ZAVA PRIVATE..




Microsoft Entra admin center £ Search resources, services, and docs (G+/)

on

> My roles | Microsoft Entra roles =

Refresh LI Open in mobile R Got feedback?

Activate

Eligible assignments  Aclive assignments Expired assignments

> Microsoft Entra roles

&A Groups

Azure resources Role Scope Membership Ty

Troubleshooting + Support Secunty Reader Jirectory Jirect

Identity Governance Administrator Directory Jirect

X Troubleshoot

Reports Reader Directory Direct

New support request
Direct

Authentication Policy Administrato Directory

End time

Permanent

Permanent

Permanent

Permanent

mamta@ztaitest10.onm...
ZTAITESTI0 (ZTAITESTI0,.ONMICR..

Copilot

Use Copilot to support your work in identity and access management,

Select one of the suggestions below to get started.

Summarize
Show all the audit logs from the last day

Analyze
List all the groups | am a member of

Action

Troubleshoot

List user sign-ins that failed in the last 24 hours [,

Learn

How does Microsoft determine Risky Users?

@

SURSCW

H & B P




Security Copilot
Al Agent In Entra




Security Copilots Al Agents

= Al-powered assistants built into Microsoft Security

Copilot
oy an-SUPEry; o Threat protection
=  Automate repetitive tasks, reduce manual pur Viseq
workloads, and optimize security operations. H\ (% Data security
= Agents learn based on feedback and keep you in 000 ﬁ + (% identity and Access
. . 4+
control on the actions it takes. COJ < /
Security and IT Microsoft Security Security Copilot o Device management
. . teams Copilot agents
=  Agents are available in the standalone and Autrams
. adaptive 4+ . )
embedded experiences. \ [ in=ligence
. ] . Continyoys learmi™® +
" |ntegrate seamlessly with Microsoft Security - (G Partner-developed agents
solutions and the broader supported partner
ecosystem.

= Utilize security compute units (SCUs) to operate.




As organizations grow, CA policies must stay

up to date

Challenge area

G Identity administrators face
significant challenge in designing
effective access control policies to

enforce least privilege at scale

Productivity

m’ The agent priorities action to
close gaps, supports snooze

workflows, offers safe rollout via
report-only simulation

Customer pain

Admins struggle to identify
security gaps because of the scale
and complexity of their Entra
environment and Conditional
Access policy set

How it’s different

Eliminates manual cross-
referencing, adds proactive drift
detection, Intune-aware policy
suggestions and automation to
maintain

Solution

Automatically identify new
objects (users/apps) creation;
analyzes CA policies to identify

gaps where new objects are not
protected by CA



Microsoft Entra
Conditional Access Optimization Agent

= The Conditional Access optimization agent ensures all

users are protected by pOIiCy- c\ Canditinnal Arrace Nntimizatinn Anant
o Conditional Access Optimization Agent

= Autonomously identify security gaps before attacker do

'; Analyze my tenant ‘:' Remove agent Chat with agent C Give Microsoft feedback
= |t recommends policies and changes based on best :
= rview Activities Suggestions Settings
. . . . l .
practices aligned with Zero Trust and Microsoft's learnings.
.. .. . . . Agent summary
= The agent evaluates policies requiring multifactor authentication From Feb 9, 2026 to Mar 11, 2026

(M FA), enforces device-based controls (dEVice com pl iance, a PP In the past 30 days, 0 suggestions have been applied to protect 0 users and 0 applications. Conditional Access Optimization Agent has analyzed a total of 27 new users and 28 new
protection policies, and Domain Joined Devices), and blocks legacy IR

authentication and device Code flow. Unprotected users discovered (O Unprotected apps discovered O Sign-ins protected (O Secunty compute units used O

47 237 0 3.46
= Policy consolidation.

= Scanning is limited to a 24 hour period gk i

Recent suggestions Al genersted content may b Isconect. Chack It for scouracy

Agent finished analyzing your tenant on March

= The agent runs every 24 hours but can also run manually. - —— Mlsunbyaget  lstwpdends St

Agent will scan users, apps and policies on March

. 11, 2026 at 220 PM Conditional Access Policy Naming Standardization Suggested new policy 3/10/26, 2:21:58 PM Not applied Review suggestion
= L h mer feedback
ea rn S Wlt C u Sto e r ee a C Turn on policy: new policy to require Microsoft- Created new report-only Ao
: - : 3/10/26, 91619 AM Not apphed Review suggestion
managed remediation for high-risk users. (Preview) policy

About this agent > : .
Add 2 users to existing policy < 1ed bo¥ . 3/10/26. 91610 AM Not lied Revi estio

: s Suggested policy update  3/10/26, 9 0A Not apple: ew Su ion

The agent consistently analyzes new users, apps NonAdmins_DeviceCompliance_AdminPortals. 99 R PP 99

= The agent explains every recommendation in clear and
and agent identities to assess their sustability for

t Add 2 s 10 existing policy
| |a u I a I Ia I | | |a e Conditi I A - ¢ i . — ,U S q oy Suggested policy update 3/10/26, 85914 AM Not apphed Review suggestion
ditional Access policies that enforce Admins_DeviceCompliance AllApps. 5

multifactor authentication, device comphance,
v : > .p Rewvew policy with no break-qlass accounts. Block

= Visual activity map




Microsoft Entra Conditional Access
Optimization Agent - Demo

Home > Security Copilot agents » Conditional Access Optimization Agent » Conditional Access | Policies > Security Copilot agents > Conditional Access Optimization Agent > Security Copilot agents

ﬁ Home
& Secu rity Cop| I Ot agents "‘ Show me users with both risky sign-ins and expiring app credentials. List guest users who have directory role assignments. +1 X
I‘ Entra agents
% Favorites N Explore Security Copilot agents that use generative Al and your security tools to perform critical tasks autonomously.
Learn more about agents (7

> EntralD N Microsoft agents
(D Overview

Conditional Access Optimization Agent Identity Risk Management Agent Preview
,Q Users F. Microsoft Microsoft

O Active @ Available
' Groups This agent finds new users and apps in your tenant and makes The Identity Risk Management Agent investigates and remediates
5 _ sure they're covered by policies. identity risks in Microsoft Entra, helping ensure secure access... Conditional Access Agent Activity

Devices
View details View details

Agent ID (Preview)

Enterprise apps
I've analyzed your Conditional Access (CA) policies and identified

new opportunities to improve security and reduce complexity.

B &

App registrations

Roles & admins

é]o

| r' | Conditional Access Optimization Agent

o
o

Delegated admin partners 3 X 3
% Review policy suggestions

&  Tenant governance (Preview) * Enable report-only policies

Domain services
Review suggestions

& 0

Conditional Access

Multifactor authentication

Identity Secure Score

S W @

Authentication methods

Account recovery (Preview)

8o

= Password reset

451




Microsoft Entra admin center 2 Search resowsces. services, and docs |G+

Passkey adoption campaign for administrators

Passkey adoption campaign for administrators

' I LIS 1 Y " th 47 ursers currently v TR e h passk Al active d 1
Win Y » ) npatible, whech b H T Y ' 1ol NO | sre Nagged " )
I ades o verdue for act 1CAING 3 law e st MM ¥ a ol FeOSIralions so far
axpected at this stage. Wil W juration of s | ) of 4" neline appears realistic !
Irou A v challeng b« ring that all users n o1 y NDIti 1o actual passioey

) it ) I ampagn i | ( il the risk peods i the st devece e bt ¢
monitonng wil t portamt t 1 any | pected s Nt } \

o Before stating the campagn, tumm on passkeys (FIDO2) in the suthentication method policy. G

Campaign Stages

1 Target users for passkey campagn

| F. l Phishing Resistant Adoption Agent

Upcoming Change: Passkey Enforcement
Hello Michele Sensalari,

As part of your organization's rollout of phishing-resistant
authentication, you have already registered a passkey on your
device.

Beginning on 2025-09-27 UTC, you will be required to use
this passkey to sign in.

Why this change? Cyber threats continue to evolve, and
passkeys provide stronger protection against phishing than
passwords or text codes.

What to expect: After this date, your account will be secured
with passkey-based authentication as part of the
organization-wide enforcement.

Need help? Contact your IT support team with any questions.

Thank you for supporting this important security initiative.

Learn more about passkeys




Phased rollout




Device Code Flow

w ——————————————— ’ 4+— Threat actor recovers the

access token
Threat actor

R This is an OAuth flow designed for
browser-less devices (TV, loT, CLI):

Threat actor asks service Service generates access

for device code A token
> .
! «— e The user enters a code on a website

R — (e.g., ml.cros.oft.com/dewcelogln)
Seviseigode * Authentication occurs normally
(MFA, passkey, etc.)

Threat actorsends the Victim enters code. user * The device receives the token

device code to the victim name, password, and MFA

> O into legitimate service




Agent Al Suggestion

Device code flow is a high-risk authentication method that can be part of a phishing attack or used to access Security Copilot Agent Al Suggestion

corporate resources on unmanaged devices.

Block device code flow

Policy details  Policy impact

Goto £ Edit O Duplicate L Download JSON T Delete
https://microsoft.com/
devicelogin Policy details
and enter this code: Go to https://microsoft. Sommary

com/devicelogin o _ N o
. This policy was created in report-only mode by the Conditional Access Optimization Agent at 10 agosto 2025 alle ore 12:10.
and enter this code: Manage agent

ABCD-EFGH

The user is on an Android-based

conference room device without a browz G ABCD-EFGH Name

Block device code flow

dn
State Created by
1 Report-only (policy is evaluated but not enforced)
’C’°$°it.com
Included identities Excluded identities
\/ All users 1 user, 0 groups, 0 roles
Included cloud apps Conditions
All apps Device Code Flow Authentication
/_/m_\\
= Requirements for access Created date
Authorize the login The device verifies the token and Block access 10/08/25, 12:10:54

from another device gains access to the resource




Threat evolution

From Vulnerability to Exploitation

TTE (Time-to-Exploit) measures the gap between CVE disclosure and confirmed exploitation

= Mean TTE ==== Median TTE Weaponized Exploits

2.6y

Time-to-Exploit Milestones RS

When mean time-to-exploit crosses each threshold

1.3y
1.4y °
1 1 1 1 1 1
. 10.8mo Year Month Week Day Hour Minute
p ° 9.7mo
\\ . REACHED REACHED REACHED PROJECTED PROJECTED PROJECTED
h)
8.2mo S ~2021 ~2025 ~2026 ~2026 ~2026 ~2028
-\
So 4.9mo
\\.\ [ ]
R =~ \56d
o . 23.2d 1.1d
Om S~ o r.-h___-_--
2018 2019 2020 2021 2022 2023 2024 2025 2026
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